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EXECUTIVE SUMMARY 

TRUMPET is a dual-sided platform that bridges between Researchers /AI Developing 
organisations  that need data to develop AI models, and privacy-sensitive Data Owners  
that possess highly valuable datasets but prefer not to share them due to privacy, GDPR 
compliance, intellectual property, sharing costs and onerous workflows associated with 
sharing data, and legal and ethical approvals needed. There is also a third, implicit user of 
TRUMPET ï the TRUMPET platform Operator .  

This document contains, in dedicated chapters, the three dedicated manuals for three 
TRUMPET user types: TRUMPET Operator, Data Owner and AI Developer manuals. 

These lay the groundwork for the three separate manuals that  are expected to be created 
when the TRUMPET platform is operationalised and commercialised, after the end of the 
TRUMPET project. Indeed, TRUMPET platform is the key result to be used in the currently 
proposed EIC Transition project PETRAI, that will prepare the TRUMPET platform for 
commercialisation. 
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1 Introduction  

TRUMPET is a dual-sided platform that bridges between AI developing organisations that 
need data to develop AI models, and privacy-sensitive Data Owners that possess highly 
valuable datasets but prefer not to share them due to privacy constraints, GDPR compliance 
concerns, intellectual property, sharing costs, complicated and onerous workflows 
associated with sharing data, and legal and ethical approval procedures. There is also a 
third, implicit user of TRUMPET ï the operator of the platform. The three sides of the 
platform and the users that access it are depicted in Figure 1. 

 

 

Each of the three user types has a dedicated dashboard and set of functionalities available 
to them. The  ñUser Manualò of TRUMPET consists therefore actually of three separate 
manuals. Indeed, such manuals will be created when the TRUMPET platform is 
operationalised and commercialised, which will only happen after the end of the TRUMPET 
project.  

For the TRL4 TRUMPET platform developed in the project, we provide each of the TRL4 
versions of the manual as  chapter in this deliverable D4.4. When the platform is matured to 
TRL 6/7 and commercialised, these chapters will serve as the basis of the respective 
separate manuals. 

The rest of this document is organised as follows. Chapter 2 provides and overview of the  
TRUMPET platform. Chapter 3 contains the Governance (TRUMPET operatorôs) Manual. 
Chapter 4 contains the Data Owner Manual. Chapter 5 contains the Researcher (AI 
Developerôs) Manual.   This is followed by conclusions and future plans for generating 
commercial-level manuals. 

 

 

Figure 1    TRUMPET platform and its users 
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2 Platform Overview  

The TRUMPET platform enables researchers and data owners to collaborate on machine 
learning studies without sharing raw data. It does this by combining a secure cloud service, 
local nodes deployed at each data-owning site, and a federated learning core that 
coordinates training across all sites. This section gives a high-level view of these three 
components and how users interact with them. 

2.1 TRUMPET Cloud  

TRUMPET Cloud is the central component of the platform. It provides the web dashboards 
that users log into, and it coordinates all studies and training jobs. From the perspective of 
a researcher, the Cloud is where researchers browse available datasets, create a study, 
configure privacy and model options, and launch training. From the perspective of a data 
owner, it is where the data owner sees their organisation, published datasets, incoming 
study requests, and audit information. 

The Cloud stores only metadata and results, not raw patient data. It tracks organisations, 
users, dataset descriptions, study definitions, study agreements, and the status of federated 
learning jobs. When a study is launched, TRUMPET Cloud sends instructions to the 
participating Data Owner Nodes, collects their model updates or results, aggregates them, 
and presents the outcomes back to the researcher through the dashboard. 

Users interact with the Cloud through guided screens and forms rather than low-level 
configuration. Typical actions include selecting datasets for a study, choosing the type of 
model to train, setting privacy parameters exposed in the user interface, monitoring the 
training status, and viewing final metrics and results. All of this happens over secure, 
authenticated connections, with access limited according to the userôs role. 

 

 

Figure 2    TRUMPET Cloud Architecture  
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2.2 Data Owner Node  

The Data Owner Node is installed inside the data ownerôs infrastructure, such as a hospital 
data centre. Its primary purpose is to allow the site to participate in collaborative studies 
while keeping all sensitive data on-premises. The node connects to local data sources, 
typically using healthcare standards such as HL7 FHIR, and exposes only dataset 
summaries and metadata to TRUMPET Cloud. 

Once installed and registered, the node allows the data owner to define datasets, compute 
local statistics, and make those datasets discoverable in the Cloud catalogue without 
exposing raw records. When a researcher creates a study and a study agreement is in place, 
the Cloud sends the corresponding training or analysis task to the relevant nodes. Each 
node then runs the computation locally on its own data. 

Data owner users have their own views on the platform. They can see which datasets are 
defined, which studies are requesting access to their data, and the status of any local training 
jobs. They can approve or reject study agreement requests, monitor training progress at 
their site, and view logs or result summaries that concern their own data. Throughout this 
process, raw data never leaves the organisation; only model updates or aggregated, 
privacy-preserving results are sent back to the Cloud. 

 

 

2.3 FL Core  

The Federated Learning (FL) Core is the engine that enables collaborative, privacy-
preserving training. It is split between the Cloud and the Data Owner Nodes. On the Cloud 
side, the FL Core coordinates training rounds and aggregates model updates. On the node 
side, it runs the local training tasks on the siteôs own data. 

In a typical workflow, the Cloud initialises a global model and sends it to all participating 
nodes. Each Data Owner Node trains this model locally on its data and produces an update, 
such as new model parameters or gradients. These updates, which do not contain raw 
records, are sent back to the Cloud. The FL Core in the Cloud aggregates the updates from 

Figure 3    TRUMPET Data Owner node 
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all nodes into a new global model and then starts the next round. After several rounds, the 
international model converges, and the final results are stored and shown to the researcher. 

To protect the data shared during training, the FL Core applies several privacy-focused 
safeguards. Depending on how a study is set up, it may add random noise to the updates 
(a technique called differential privacy) or use secure aggregation so that individual 
participants' contributions remain anonymous. For users, this complexity is hidden behind 
simple choices when defining a study. Once training is launched, the FL Core runs 
automatically; users mainly see progress indicators, training metrics, and access to the final 
model or analysis results. 
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3 Governance Manual  

3.1 Installation   

3.2 Organisation Onboarding and Verification  

TRUMPET Governance users are responsible for onboarding new organisations to the 
platform. Two types of organisations can be onboarded: Researcher Organisations and Data 
Owner Organisations. The overall flow is the same for both types, with differences captured 
in Sections 3.2.1 and 3.2.2. 

3.2.1 Researcher Organisation  

To onboard a new Researcher Organisation, the Governance user starts from the 
Researcher Organisation Ÿ Organisations view. From this list, the Governance user clicks 
the "Invite New Researcher Org." button in the top-right corner. 

 

 

 

which opens the "Invite Researcher Admin" modal, where the Governance user selects 
Researcher as the organisation type (if not already pre-selected) and enters the email 
address of the person who will act as the Researcher Admin for that organisation. After 
clicking "Send Invitation", TRUMPET sends an invitation email containing a unique 
registration link. 
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The invited Researcher Admin follows the link, completes the registration form with 
organisation details and uploads any required documents, then submits the form.  
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Once submitted, the new organisation appears in the Pending Registrations view under 
Researcher Organisation. The Governance user opens this pending entry, reviews the 
information and attached documents for completeness and correctness, and either 
approves or rejects the request. 
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Upon approval, the Researcher Organisation is moved from pending to the main 
Organisation List with a status of 'approved'. 

 

 

 

After approving the organisation Researcher Admin can sign in and begin using the 
Researcher dashboard. 
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3.2.2 Data Owner Organisation  

To onboard a new Data Owner Organisation, the Governance user starts from the Data 
Owner Ÿ Data Owners view. From the Data Owners List page, click the ñInvite New Data 
Owner Org.ò button in the top-right corner. 
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This opens the Invite Data Owner Organisation modal. Ensure the organisation type is set 
to Data Owner, enter the email address of the person who will act as the Data Owner 
Organisation Admin, and click ñSend Invitationò. An invitation email with a unique registration 
link is sent to that address. 
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The invited Data Owner Organisation Admin receives an ñEmail Verification Requiredò 
message. After clicking ñVerify Emailò, the admin is redirected to the Setup Data Owner 
Organisation Profile page. Here they complete the registration form with organisation name, 
phone, address, admin details, password and any required documents, then click ñRegisterò. 
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Once the registration form is submitted, the new organisation appears in the Data Owner Ÿ 
Pending Registrations view with status pending. At the same time, the Data Owner admin 
can sign in using the registered email and password. From the Data Owner dashboard, 
under Organisation Ÿ Update, the admin can revise organisation information and upload 
additional documents if needed. One mandatory field to set here is the Host URL, which 
must point to the Data Owner Node host. The Data Owner Organisation can find the detailed 
Data Owner Node installation guide inside the Data Owner dashboard, under the "Setup DO 
Node" menu. This page provides step-by-step instructions for setting up the node using 
Docker and Docker Compose, including prerequisites, instructions on how to install Docker, 
guidance on obtaining the TRUMPET Data Owner Node code, and procedures for starting 
the services. Data Owner admins should follow these steps before configuring the Host URL 
and checking node health from the Organisation Details view. 
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After saving the Host URL, the Data Owner admin can verify the connection from 
Organisation Ÿ Details by clicking the ñCheck Healthò button. If the node is not reachable, 
a warning such as ñDON Backend connection failed. FL Core DO connection failed.ò is 
shown. When the node is correctly configured and reachable, a success message such as 
ñDON Backend connected. FL Core DO connected.ò is displayed. 
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Back on the Governance side, the Governance user opens the entry in Data Owner Ÿ 
Pending Registrations, reviews the organisation details and uploaded documents, and 
checks that the Host URL is valid by using ñCheck Healthò from the organisation details view. 
If the information and connectivity checks are satisfactory, the Governance user approves 
the organisation. The Data Owner Organisation then moves from pending to the main Data 
Owners List with status approved, and the Data Owner Organisation Admin can fully use 
the Data Owner dashboard. 
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On approval, the Data Owner Organisation moves from pending to the main Organisation 
List with status approved, and the Data Owner Organisation Admin can sign in and start 
using the Data Owner Organisation dashboard. 

3.3 View and Delete users  

Governance admins can review all registered users from the Users page under the 
Management Ÿ Users menu. This page shows a table with each userôs name, email, phone 
number, role (e.g. Researcher Admin, Data Owner Admin, Researcher, TRUMPET Admin) 
and current status. Use the pagination controls at the bottom of the table to move between 
pages if there are many users. 
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To inspect a single user, click the view (eye) icon in the Action column. This opens a read-
only view with the full details for that user. 
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If a user should no longer have access to TRUMPET (for example, they have left their 
organisation), the Governance admin can remove the account by clicking the delete (trash) 
icon in the Action column. A confirmation dialogue is shown; once confirmed, the user is 
deleted and can no longer sign in to the platform. 

 

 

3.4 Published Datasets (read Ȥonly)  

Governance users can also browse the published datasets from the Datasets section. 
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From the left-hand menu, select Datasets to see a table listing all datasets with their title, 
use case, organisation and publication status. Only datasets marked as published are visible 
for governance users. By clicking the view (eye) icon in the Action column, the governance 
user can open the dataset details page, where they can review the dataset description, 
metadata, statistics and licence information without modifying the dataset. 
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3.5 Audit Logging and Compliance Reporting  

The Governance dashboard provides an overview of anonymised user activity for audit and 
compliance purposes. All key actions performed in TRUMPET (such as logins, study and 
dataset operations, and organisation changes) are recorded in the audit log. Governance 
users can review these records from the dashboard, filter by date or event type, and export 
them if needed for internal or external reporting. No raw data or identifiable patient 
information appears in these logs, ensuring that compliance monitoring remains fully 
privacy-preserving. 
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4 Data Owner Manual  

4.1 Overview and typical workflow  

This section provides Data Owners with a high-level overview of how TRUMPET is used 
throughout the lifecycle of a federated study, from the initial research question to the end of 
the study. The following subsections describe each step in more detail, but they do not 
strictly follow the chronological order of a real study. This overview should therefore be used 
as the reference sequence. 

4.1.1 Components used by the Data Owner 

The main components used by the Data Owner are: 

¶ Data Owner Node : an on-premises stack including the FHIR data store, local 
database, FL Core for training, and an administrative dashboard. 

¶ TRUMPET Cloud : the orchestration and discovery layer, where only non-sensitive 
metadata (datasets, studies, agreements, job status) are stored and where Data 
Owners review and manage study participation. 

 

All the operational tasks described in this manual are performed through these two 
components. 

 

4.1.2 Role of the Data Owner in TRUMPET 

The Data Owner (the examples given here are for clinical data use cases): 

 

¶ Hosts and safeguards clinical data locally , inside the hospital or institution 
network. 

¶ Maintains full control over the use of the data : raw patient-level records never 
leave the Data Owner Node. 

¶ Decides whether, and under which conditions, to participate in a federated learning 
study by approving or rejecting study agreements. 

¶ Contributes to privacy-preserving training and validation by running jobs locally and 
returning only protected updates or allowed aggregates. 

 

4.1.3 Typical workflow of a TRUMPET -enabled federated learning study 

A TRUMPET-enabled study usually follows the same major phases as any clinical or 
observational research project conducted under international good practice, but with 
additional steps for federated learning and privacy-enhancing technologies (PETs). From 
the viewpoint of a Data Owner, the typical workflow can be summarised as follows. 
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Step 1 ï From research question to approved study 

1. Formulation of the research question : a clinical or scientific team identifies an 
unmet need or a relevant clinical problem (e.g. poor outcomes, limited evidence for a 
subgroup) and formulates a research question, typically using a structured framework 
(e.g. PICO: Population, Intervention, Comparator, Outcome). At this stage, a 
preliminary feasibility assessment is usually carried out within the institution or 
network of institutions (expected number of eligible patients, available resources, 
level of risk, logistical complexity). 

2. Scientific and methodological assessment : the proposed study concept is 
reviewed within the sponsor or research organisation (scientific or steering 
committee, internal meetings). The aim is to ensure that the study question is 
relevant, that the design is scientifically sound, and that the proposed analyses are 
realistic given the available data and participating centres. 

3. Ethical and regulatory approval : a full study protocol and related documents are 
prepared and submitted to the appropriate ethics committee / Institutional Review 
Board (IRB), and where required, to competent regulatory authorities. This process 
typically follows recognised guidelines (e.g. ICH-GCP for good clinical practice, 
SPIRIT for protocol content, and the Declaration of Helsinki for ethical principles). 
Approvals must cover the intended use of data, including any secondary use and the 
use of federated learning or PETs when relevant. 

 

Note: During these early phases, TRUMPET may already be considered as the planned 
infrastructure for federated analysis, but most activities are outside the platform and follow 
the usual institutional procedures for research projects. 

 

Step 2 ï Data collection and preparation 

Once the study is approved and operational at the Data Owner site, data are collected and 
organised according to the approved protocol and institutional policies: 

1. Data collection  

a. Prospective studies: data are collected through CRFs/eCRFs, hospital 
information systems, registries, or other approved tools. 

b. Secondary-use studies: existing data (e.g. from clinical care, registries, 
previous trials) are reused in accordance with consent, ethics, and data 
protection requirements. 

2. Data preparation and integration into the Data Owner Node  

a. Relevant clinical records are mapped or imported into the FHIR data store 
hosted on the Data Owner Node. 
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b. Data are organised using Questionnaire and QuestionnaireResponse 
resources (or other supported resource types) to group records into coherent 
datasets, consistently with the study protocol and data model. 

c. Data quality checks and basic curation (e.g. completeness, plausibility) are 
performed locally, following institutional SOPs and the needs of the planned 
analysis. 

These activities ensure that the data to be used in TRUMPET are complete, structured, and 
ready for federated training. 

Step 3 ï Dataset definition and publication of metadata 

In this phase, the Data Owner translates the prepared data into TRUMPET datasets: 

1. Dataset definition on the Data Owner Node  

a. An administrator uses the node dashboard to define one or more datasets, 
usually by selecting a specific Questionnaire (or another canonical grouping) 
that identifies the relevant records. 

b. Local statistics (e.g. counts, basic distributions) may be computed to assess 
coverage and suitability for the study. 

2. Publication of dataset metadata to TRUMPET Cloud  

a. Only non-sensitive metadata and aggregate statistics are published to the 
TRUMPET Cloud catalogue. 

b. No raw or identifiable patient data are sent to the cloud. 

c. Published datasets become discoverable by authorised researchers and 
governance users, who can see the descriptions and high-level characteristics 
but cannot access patient-level data. 

At the end of this step, the Data Ownerôs datasets are visible in the platform and can be 
considered for inclusion in federated studies. 

Step 4 ï Study agreement evaluation and site participation 

When a researcher or sponsor designs a federated study and proposes it through 
TRUMPET, the Data Owner is asked to evaluate a Study Agreement: 

1. Receipt of the study proposal in TRUMPET Cloud  

a. The Data Owner is notified of a new study that wishes to use one or more of 
its published datasets. 

b. The Study Agreement summarises the research objectives, design, 
participating datasets, PET configuration (e.g. differential privacy, encryption, 
secure aggregation), and any technical or organisational requirements. 

2. Local evaluation and alignment with institutional approvals  

a. The Data Owner verifies that the study as presented in TRUMPET is 
consistent with the already approved protocol, ethics and regulatory 
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authorisations, including data protection aspects (e.g. GDPR, institutional 
policies). 

b. If necessary, the Data Owner may seek additional internal approvals (e.g. 
hospital research office, data protection officer, local scientific or ethics 
committees). 

3. Approval or rejection of the Study Agreement  

a. If all conditions are met, the Data Owner approves the Study Agreement in the 
TRUMPET interface, formally joining the federated study. 

b. If conditions are not met (e.g. scope mismatch, inadequate safeguards, 
insufficient resources), the Data Owner can decline the agreement or request 
modifications via the study governance process. 

 

Only after the Study Agreement is approved will the Data Owner Node participate in 
federated training. 

Step 5 ï Participation in federated training and monitoring 

Once the Data Owner has joined the study: 

1. Local execution of training jobs  

a. TRUMPET Cloud coordinates federated learning rounds and sends model 
updates or training tasks to the Data Owner Node. 

b. The FL Core on the node trains the model locally on the defined dataset; raw 
data never leave the site. 

2. Privacy -preserving contribution to the global model  

a. The node returns only privacy-preserving outputs (e.g. encrypted gradients, 
differentially private updates or other PET-protected aggregates) to the 
TRUMPET Cloud aggregator. 

b. The choice and configuration of PETs are defined in the Study Agreement and 
enforced automatically by the platform during each round. 

3. Operational monitoring  

a. Through the TRUMPET interfaces, the Data Owner can monitor the status of 
training jobs, federated rounds, and local tasks (e.g. running, completed, 
failed). 

b. Logs and metrics help detect configuration errors, resource issues, or 
unexpected behaviour, allowing the Data Owner to pause or withdraw from the 
study if needed. 

Step 6 ï Review of results and end-of-study operations 

At the conclusion of training and analysis: 
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1. Review of study outputs  

a. The Data Owner reviews the available study results exposed in TRUMPET 
(e.g. model performance, aggregate metrics, privacy-safe reports) and 
ensures that they are consistent with the Study Agreement and local 
approvals. 

b. If internal policies require it, additional scientific or governance review may be 
performed before results are used or shared outside the institution. 

2. End-of-study procedures  

a. Once the study is formally closed, permissions associated with the Study 
Agreement are revoked and no new jobs can be launched for that study on the 
Data Owner Node. 

b. Temporary model artefacts and technical working data are cleaned up locally, 
while audit logs and essential documentation are retained according to 
institutional and regulatory requirements. 

Detailed guidance on these activities is provided in Section 4.7 (ñEnd of study proceduresò). 

4.1.4 Security and compliance principles across the workflow 

Across all the steps described above, TRUMPET applies a set of consistent security and 
compliance principles that are particularly relevant for Data Owners: 

¶ No export of raw personal data: patient-level clinical data -from the Data Owner Node; 
only metadata, aggregates and protected model updates are exchanged. 

¶ Continuous auditing: key actions (dataset publication, Study Agreement decisions, 
job execution, configuration changes) are logged to support traceability, quality 
management and compliance audits. 

¶ Activation of PETs during all federated rounds: the PET configuration agreed for the 
study is enforced automatically by the platform; individual sites do not have to 
implement cryptographic protocols themselves 

¶ Local control and right to withdraw: the Data Owner can decide whether to participate 
in each study, can suspend local participation (e.g. in case of incident or re-
evaluation), and can enforce additional local safeguards in line with institutional 
policies and applicable regulations. 

This overview should help Data Owners place each technical step described in Sections 
4.2ï4.7 within the broader lifecycle of a study, and understand how TRUMPET supports 
privacy-preserving, multi-site research while keeping control and responsibility with the 
institutions that hold the data. 
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4.2 Data preparation  

Data preparation is composed of 2 phases. The first phase is the definition of the data 
template. This phase is led by the study sponsor or the principal investigating site in 
coordination with the other participating sites. This phase elaborates on the study protocol 
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previously approved by the relevant Ethical Committee(s). For each data point or data 
category initially identified in the protocol, the complete list of variables along with their types, 
cardinality, range and their constraints in terms of terminology and possible values is 
defined. All these information is packaged in a FHIR Questionnaire resource. 

The second phase is the actual extraction from the source clinical records to build up the 
cohort data. This phase is implemented by each participating centre using the method of 
their choice, or a combination of record review by healthcare professionals, information 
extraction using natural language processing and data mapping from the local code systems 
and formats to the data template. Each participating centre is responsible for the quality and 
accuracy of their local cohort. However, this does not preclude the parties to execute study 
monitoring visits as specified in the study protocol.  

4.2.1 Defining a FHIR Questionnaire for TRUMPET 

From the FHIR documentation: "*A Questionnaire is an organised collection of questions 
(aka items) intended to solicit information from patients, providers or other individuals 
involved in the healthcare domain. They may be simple flat lists of questions or can be 
hierarchically organised in groups and sub-groups, each containing questions. The 
Questionnaire defines the questions to be asked, how they are ordered and grouped, any 
intervening instructional text and what the constraints are on the allowed answers. The 
results of a Questionnaire can be communicated using the QuestionnaireResponse 
resource. Questionnaires cover the need to communicate data originating from forms used 
in medical history examinations, research questionnaires  and sometimes full clinical 
specialty records. In many systems this data is collected using user-defined screens and 
forms. Questionnaires define specifics about data capture - exactly what questions were 
asked, in what order, what choices for answers were, etc. Each of these questions is part of 
the Questionnaire" 

A Questionnaire resource defines the fields of the datasets, their types, their optionality and 
cardinality. The FHIR standard also impose implicit rules for the format of numbers, dates 
and timestamps. The FHIR standard Questionnaire resource also allows to specify the 
accepted values for a given field, either explicitly using a list of possible values or by 
constraining the value to a given ValueSet. In addition to these standards mechanisms, the 
TRUMPET questionnaires use FHIR extensions to support other constraint types such as 
regular expression (for strings), accepted range (for integers) or units (for quantity). While 
these extensions are not validated by the regular FHIR validator, they remain useful to 
provide additional documentation for the data owners. 

In the case of TRUMPET, some specific rules apply to define questionnaires.  

- The item type Reference is not supported. Each relevant field of the referenced concept 
shall be included directly in the questionnaire using the allowed types. Otherwise, the 
platform would not be able to resolve the references and flatten the data structure for AI 
training.  

-  Locally defined ValueSets should be avoided as this would require all data owner nodes 
import those ValueSets into their local FHIR server and further complicate the distribution of 
the questionnaire and the validation of the questionnaire responses. It is recommended to 
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stick to ValueSets predefined by LOINC, SNOMED or HL7. and use an explicit list when 
such ValueSet is not available. 

4.2.2 Benefits of using Questionnaire and Questionnaire response 

We believe that this approach combines the benefits of standardisation of data collection 
and simplicity to implement the standardisation processes for the data owners. 
Standardisation is needed to provide sufficient guarantees that the data from different data 
owners are consistent. Simplicity is needed in order to have a sustainable path to onboard 
data owners in the platform. Conversely, a CSV format provides simplicity, but left too much 
freedom to the data owners to encode the data. On the other hand, a FHIR model using 
dedicated FHIR resources like Condition, Procedure, Observations lacks simplicity and 
requires a (too) big upfront effort by the data owners.  

- Link to terminologies : A Questionnaire resource can specify the corresponding clinical 
concept for each item in a terminology. It is recommended to use this feature whenever 
possible to document the data collection process. Questionnaire items of type coding can 
also document the list of accepted answers using terminologies. For example, we specify 
that radiotherapy treatment modalities be expressed as one of the SNOMED codes 
38771300 (Surgery), 23719005(Bone marrow transplant), 1287742003(Radiotherapy),... 
Alternatively, we can constraint the possible values with a FHIR ValueSet. For example, we 
specify that the patient gender shall be expressed by one of the codes in the LOINC 
ValueSet LL1-9 (http://loinc.org/vs/LL1-9) which contains the codes LA2-8(Male) and LA3-
6(Female) 

- Validation : The FHIR ecosystem comes with an official validator tool. This is especially 
useful for data owners to validate the conformance of their datasets to the Questionnaire 
model before their ingestion in the TRUMPET platform. The tool detects formatting issues, 
type errors, missing items, bad grouping, values outside constraints. The usage of the tool 
is documented on the HL7 Confluence page. 

- Tooling : Several tools to manipulate Questionnaire and QuestionnaireResponse are freely 
and commercially available. For example, a graphical user interface to design Questionnaire 
or a UI tool to capture Questionnaire response.  

- Versioning : Alike all FHIR resources, Questionnaire and QuestionnaireResponse are 
versioned. QuestionnaireResponse are linked to a specific version of a Questionnaire. In 
this way, the compliance of a QuestionnaireResponse is not affected by the release of a 
new Questionnaire version. Versioning also allows to track changes in the resource. It is 
therefore possible to implement of data acquisition workflow for QuestionnaireResponse 
where they undergo different validation stages, e.g. generated, reviewed, validated by 
clinicians.,..  

4.2.3 Generating FHIR QuestionnaireResponse resources for TRUMPET 

As stated above, each participating site is ultimately responsible to generate the datasets 
for their local cohort using QuestionnaireResponse resources. However, as most data 
owners already have a clinical data warehouse for business intelligence and clinical 
reporting, and are used to work with tabular data in research using eCRFs, a Java library is 

https://confluence.hl7.org/spaces/FHIR/pages/35718580/Using+the+FHIR+Validator
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provided to convert from a set of CSV files to FHIR questionnaire responses. This library 
contains: 

- QuestionnaireHelpers: A utility class to generate and append to a QuestionnaireResponse 
every possible/allowed type (string, boolean, date, coding, decimal, quantity). The class 
assumes opinionated defaults on the input formats (date, numbers,...) and provides 
overloaded methods to support specific parsers. 

- QuestionnaireAnswerProvider: An interface to provide questionnaire answer to be included 
in QuestionnaireResponse. 

- AbstractCSVQuestionnaireAnswerProvider: An abstract implementation of the above 
interface which prefetch from a CSV file and index the data by case identifier. 

- Various utility classes to encode and publish FHIR resources in the fhir package. 

- 2 working examples are provided for the HNC and SBRT use cases. 

 

Disregarding how the QuestionnaireResponses have been generated, it is highly 
recommended to validate them using the FHIR validator tool. Here is a command line 
example with sensible arguments: 

"c: \ Programs \ jdk - 17\ bin \ java.exe" - jar validator_cli.jar 

C: \ workspace \ TRUMPET\ data \ hnc \ 0cc78b9b.json - version 4.0.1 -

questionnaire required - ig C: \ workspace \ TRUMPET\ fhir -

questionnaires \ HNC\ TRUMPETHNC.questionnaire.R4.json - display -

issues - are - warnings  

-version 4.0.1: sets the FHIR version 

-questionnaire required: force the validator to fail if the questionnaire URL cannot be 
resolve 

-ig C:\workspace\TRUMPET\fhir-
questionnaires\HNC\TRUMPETHNC.questionnaire.R4.json: adds the Questionnaire 
resource in the validation context 

-display-issues-are-warnings: treat display differences between QuestionnaireResponse 
and the naming in the terminologies as warnings instead of errors. While display warnings 
may indicate errors in the data extraction, the display is not use further by the TRUMPET 
platform. 

4.3 Installation  

4.3.1 Hardware and software requirements 

Hardware requirement: 

One physical or virtual machine with 8GB RAM, 30GB of disk, Internet connection 

Software requirement: 
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Linux Operating system, Docker version 20.10 or above, Docker Compose version 2.20 or 
above.  

4.3.2 Software installation and configuration 

4.3.2.1 4.3.2.1 Data owner node installation and configuration 

1. Clone the TRUMPET Data Owner Node Git repository 

git clone git@gitlab.inria.fr:windi/TRUMPET/TRUMPET - data - owner - node.git  

Copy the env.example file to .env. Follow the comments in the .env.example file to set up 
the environment variables. 

2. Start the project in a Docker environment. 

docker compose up -- build - d 

3. Check the running Docker containers 

docker ps  

 The following containers should be up and running: hapi-fhir, hapi-proxy, dashboard-
frontend, dashboard-backend, dashboard-postgres, hapi-fhir-postgres 

4.3.2.2 FL core installation and configuration 

4. Clone the FL Core Git repository 

git clone git@gitlab.inria.fr:windi/TRUMPET/fl - core.git  

5. Start the project in a Docker environment. Make sure to use the data owner compose 
file! 

docker compose - f docker - compose.do.yml up -- build - d 

6. Check the running Docker containers 

docker ps  

The following containers should be up and running: fl-core-do-1 

4.3.2.2 Server-proxy installation and configuration 

7. Clone the TRUMPET Data Owner Node Git repository 

git clone git@gitlab.inria.fr:windi/TRUMPET/server - proxy.git  

The server-proxy can be set up to automatically manage SSL certificates using LetsEncrypt 
or to use a static certificate obtained independently. 

To use LetsEncrypt: 

a. Go to the do example subdirectory.  

cd do example  

b. Copy the env.example file to .env.  

cp env.example .env  

Set these 2 configuration variables according to your deployment: 

mailto:git@gitlab.inria.fr:windi/TRUMPET/TRUMPET-data-owner-node.git
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LETS_ENCRYPT_CONTACT_EMAIL=<Your email to be verified by LetsEncrypt> 

WHOAMI_HOSTNAME=<The domain name for which the SSL certificate must be 
generated> 

To use a static SSL certificate: 

a. Go to the do_static_cert directory 

cd do_static_cert  

b. Copy the env.example file to .env.  

cp env.example .env  

c. Copy your public and private certificates to the certs subdirectory. Note: This 
directory will not be published to Git. 

mkdir certs  

cp your_certs.pem certs/  

cp your_certs.key certs/  

d. Edit the traefik certs file to point to your SSL certificates. 

vim traefik/dynamic/certs.yml  

8. Edit the traefik password in the local .env file  

HASHED_TRAEFIK_USER_CREDS=This variable is used for basic authentication in 
Traefik. The format is: username:hashed_password. The password is hashed using the 
Apache htpasswd tool. Ensure this file is not publicly accessible. Generated with: 

echo $(htpasswd - nb admin 9GSJWy2tpHLQmW6f) | sed - e s/ \ \ $/ \ \ $\ \ $/g  

 Please note that you should change the password to something more secure. 

9. Start the project in a Docker environment.  

docker compose up - d 

10. Check the running Docker containers 

docker ps  

The following containers should be up and running: traefik-ssl-proxy 

4.3.3 Network configuration  

These ports on the TRUMPET Cloud host need to be accessible from the Data Owner host 
machine. 

Port 9000 is needed for publishing the dataset to the TRUMPET Cloud 

Port 9030 is needed for getting back training notification to the TRUMPET Cloud 

Port 8080 is needed for communicating with the FL-Core aggregator 
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Source Destination Protocol Ports 

Data owner host IP TRUMPET.technovative
solutions.co.uk 

HTTP 9000, 9030, 8080 

  

These ports of the Data Owner Node need to be exposed to accept training requests and 
communication with the FL-Core aggregator. 

Port 443 is needed for accepting training requests from the TRUMPET cloud. 

Port 8081 is needed for communication with the Fl-Core aggregator.. 

Source Destination Protocol Ports 

TRUMPET.technovati
vesolutions.co.uk 

Data owner host IP HTTP 443, 8081 

 

If using LetsEncrypt automatic SSL certificates generation, the port 80 of the Data Owner 
Node needs to be accessible from the Internet 

Source Destination Protocol Ports 

Any host Data owner host IP HTTP 80 

 

To support PET methods other than FedAvg, port 8081 of the Data Owner Node needs to 
be exposed to allow FL-Core nodes communication. 

Source Destination Protocol Ports 

Any Data Owner host 
of the TRUMPET 
federation 

Data owner host IP HTTP 8081 

 

To access the Data Owner node dashboard locally and to import FHIR resources, the ports 
3000, 9000 and 9001 needs to be made accessible through your local machine using SSH 
port forwarding: 

ssh - m hmac- sha2 - 256 - etm@openssh.com - L 3000:127.0.0.1:3000 - L 

9000:127.0.0.1:9000 - L 9001:127.0.0.1:9001 <username>@<data owner node 

IP>  

Where <username> is a valid Linux user on the Data Owner node machine. You will be 
prompted for the password.  
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4.4 Publication of dataset and metadata  

The publication of a dataset in TRUMPET is a two-step process: 

¶ Upload of local FHIR records to the Data Owner Nodeôs FHIR server. 

¶ Definition and publication of dataset metadata through the local administrative 
interface. 

This procedure ensures that only structured FHIR resources are stored locally, while the 
TRUMPET Cloud receives metadata only, never raw clinical data. 

4.4.1 Uploading FHIR Records to the Local Node 

Before a dataset can be published in TRUMPET, the Data Owner must import the prepared 
FHIR resources (e.g., QuestionnaireResponse records) into the local FHIR store running on 
the Data Owner Node. 

If the data preparation pipeline has produced a directory containing JSON-encoded FHIR 
resources, they can be uploaded using a simple command-line loop. The generalised 
example below illustrates the process: 

 

for file in <local - path - to - fhir - json - files>/*.json; do  

  curl - X POST \  

    - H "Content - Type: application/json" \  

    - H "X - API - Token: <your - api - token>" \  

    - d @"$file" \  

    http://localhost:9001/QuestionnaireResponse  

done  

 

Where: 

<local-path-to-fhir-json-files> is the directory produced by the institutionôs data preparation 
workflow (e.g., an export folder of FHIR-compliant JSON files). 

<your-api-token> is the authentication token associated with the Data Owner Nodeôs FHIR 
API. 

This command sends each JSON file to the local FHIR server. Once completed, all relevant 
QuestionnaireResponse resources are stored inside the Data Ownerôs infrastructure and 
are ready to be associated with a dataset. 

4.4.2 Accessing the Dataset Management Interface 

After the FHIR upload is complete: 

1. Open the local administrative dashboard at http://localhost:3000  
2. In the left-hand menu, select Dataset . 

http://localhost:3000/
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3. Click Create Dataset  to define a new dataset, or select an existing one if the 
dataset structure has already been created. 

 

 

 

 

In this interface, the Data Owner links the dataset to a Questionnaire  canonical resource. 
This association allows TRUMPET to group all relevant QuestionnaireResponse records 
consistently. 
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Complete all required fields, marked by a red asterisk (*). The mandatory fields are: 

4.4.3 Mandatory fields 

Title 

A short, descriptive name for the dataset.  This is the name that will appear in the 
TRUMPET Cloud catalogue and should help researchers understand the type or scope of 
the dataset at a glance. 

Questionnaire URL 

The canonical URL of the FHIR Questionnaire  that defines the structure of the records 
(e.g., the questionnaire used to generate the QuestionnaireResponse resources). 
 All QuestionnaireResponse entries associated with this canonical URL will be grouped into 
this dataset. The URL must exactly match the value used in the uploaded FHIR resources. 

Use Case 

A mandatory selection from a drop-down menu listing the predefined TRUMPET use cases. 
 Each dataset must be associated with one use case to ensure that it can be correctly 
matched to compatible studies. 

4.4.4 Optional fields 

The dataset creation form also includes several optional metadata fields that enhance 
dataset discoverability and compliance documentation: 

¶ About  ï a free-text description of the dataset. 

¶ Temporal Coverage (Start/End)  ï dates representing the data collection interval. 

¶ Geospatial Coverage  ï geographic context of the dataset. 
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¶ DOI Citation , Provenance , License Title , License Detail  ï fields for describing 
citation, origin, and usage constraints of the dataset. 

These fields, while optional, are recommended for completeness and may assist 
researchers in assessing whether the dataset is suitable for a proposed study. 

4.4.5 Saving the dataset 

When all required information has been entered: 

1. Review the dataset definition. 
2. Click Create  at the bottom of the form. 

The dataset will now appear in the dataset list on the local node. At this stage, it exists only 
locally  and does not yet appear in TRUMPET Cloud. To make it visible to researchers, you 
must complete the next step: publishing the metadata  (Section 4.4.4). 

4.4.6 Generating and Reviewing Local Statistics 

After the dataset has been created in the local interface, the Data Owner must  generate 
local statistics before the dataset can be published. 
 This step is mandatory, as TRUMPET uses the resulting summaries to validate the structure 
of the uploaded FHIR records and to produce the metadata that will later be published to 
TRUMPET Cloud. 

4.4.7 Accessing the Statistics Tab 

1. From the dataset list, select the dataset you have just defined. 
2. Open the Statistics  tab in the dataset view. 

If no statistics have been generated yet, the interface displays ñNo statistics found!ò and 
the button Generate Statistics . 

 

 

 

 

To generate the required dataset statistics: 
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1. Click Generate Statistics. 
2. The system processes all QuestionnaireResponse resources associated with the 

datasetôs Questionnaire URL stored on the local FHIR server. 
3. When processing completes, a notification confirms successful generation. 

This computation happens locally, entirely within the Data Owner Node.  

 

 

 

4.4.8 Reviewing the statistics 

Once generated, the Statistics tab displays for each variable: 

¶ Histogram of the observed distribution 

¶ Count of valid vs. missing values 

¶ Mean, standard deviation 

¶ Minimum, maximum and quantile values 

These summaries allow the Data Owner to verify: 

¶ That the dataset was correctly populated from the uploaded FHIR resources 

¶ That key fields contain expected values 

¶ The presence of missing or anomalous data that may require correction prior to 
publication 

The dataset is now ready for the next step: publishing metadata to TRUMPET Cloud.  
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4.4.9 Publishing the Dataset Metadata to TRUMPET Cloud 

Once the dataset has been created (Section 4.4.2) and local statistics have been 
successfully generated (Section 4.4.3), the Data Owner can proceed with the final step: 
publishing the dataset metadata  to TRUMPET Cloud. 
 Publication makes the dataset discoverable by authorised researchers, while ensuring that 
no patient -level data  ever leave the Data Owner Node. Only non-sensitive metadata and 
statistical aggregates are sent to the cloud. 

Click the Publish Dataset button located in the upper-right corner of the screen. 

 

 

Upon selecting the Publish action, a confirmation dialog is displayed (as shown in the figure): 

Publish Dataset 
Are you sure you want to publish? 
 Buttons: Yes / No 

To continue: 

¶ Click Yes to confirm and proceed with publication. 

¶ Click No to cancel and remain on the dataset page. 

What Is Published 

By confirming publication, the following information is sent securely to TRUMPET Cloud: 

¶ Dataset title 

¶ Canonical Questionnaire URL 

¶ Use Case classification 

¶ Description (About) 

¶ Temporal and geospatial coverage (if provided) 
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¶ DOI, provenance, and license information (optional) 

¶ Local aggregate statistics generated in the previous step 

Result of Publication 

Once the publication completes successfully: 

¶ The dataset appears in the TRUMPET Cloud catalogue , where it becomes visible 
to authorised researchers. 

¶ Researchers may now reference this dataset when designing a study. 

¶ The Data Owner remains in full control: the dataset cannot  be used in a federated 
study unless a formal Study Agreement  is reviewed and approved (Section 4.5). 

4.5 Study Agreement approval & monitoring  

After logging into TRUMPET Cloud, the Data Owner can access all study-related 
governance functions through the left-hand navigation menu. 
 Incoming study requests are displayed under: 

STUDIES Ÿ Pending Agreements 

This page lists all Study Agreements that require evaluation before the Data Owner Node 
is allowed to participate. 
 If no requests are available, the interface displays an empty state (ñNo study agreements 
available yet!ò). 

When a researcher or sponsor selects one of the Data Ownerôs published datasets for a 
study, a new entry automatically appears in this list. 
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When a Study Agreement arrives, it is displayed as a row in the Pending Agreements 
table, including key metadata such as: 

¶ Purpose (e.g., test agreement NSCLC) 

¶ Use Case (e.g., NSCLC) 

¶ Model (e.g., Neural Network) 

¶ Label (e.g., NSCLC_DURATION_MONTHS) 

¶ PET method (e.g., FedAvg) 

¶ Status (e.g., pending) 

¶ Action (eye-icon to open the full details) 

Selecting the ñviewò icon opens the complete Study Agreement record. 

This information is provided by the study sponsor and allows the Data Owner to 
understand the purpose and technical configuration of the proposed federated learning 
task before approving participation. 

 

 

4.5.1 Reviewing the Study Agreement Details 

When opening the agreement, the Data Owner is presented with a structured, read-only 
overview containing: 

¶ Agreement ID and Study ID 

¶ Purpose and Use Case 

¶ Status (initially pending) 

¶ Dataset(s) requested, including the Data Ownerôs organisation name 

¶ Model type and prediction target (Label) 

¶ PET method and PET configuration parameters 

¶ Sample counts or basic dataset statistics 
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¶ Additional metadata provided by the research organisation 

This screen provides all information necessary to verify whether the proposed study is 
compatible with: 

¶ the approved study protocol and ethics authorisation 

¶ institutional regulations on data use, security, and privacy 

¶ dataset characteristics published earlier by the Data Owner 

¶ the PET configuration required for safe participation 

If additional internal checks are needed (e.g., scientific office, DPO, EC), the Data Owner 
may pause the evaluation. 

 

 

4.5.2 Approving or Rejecting the Study Agreement 

At the top right of the agreement page, two actions are available: 

¶ Ṋ Approve  

¶ Ṍ Reject  

Approve 

By approving the Study Agreement: 

¶ the Data Owner formally joins the federated study 

¶ TRUMPET Cloud schedules training rounds for the Data Owner Node 

¶ PET safeguards (e.g., FedAvg, DP, encryption) are enforced automatically 

¶ the study moves from Pending Agreements  to the main Agreements  list 

Approval enables the Data Owner Node to train the model locally but never transfers raw 
patient -level data  outside the institution. 
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Reject 

If the agreement is incompatible with institutional policies, regulatory constraints, dataset 
limitations, security requirements, or resource availability, the Data Owner may reject it. 

Rejection prevents any participation, and no training tasks are sent to the Data Owner 
Node. 

4.5.3 Monitoring Approved Study Agreements 

Once a Study Agreement has been approved, it becomes visible in the Agreements  
section of TRUMPET Cloud , accessible via: 

STUDIES Ÿ Agreements 

This page lists all agreements in which the Data Owner participates, including both internal 
validation studies and multi-centre federated studies. 

 
 For each agreement, the table displays: 

 

¶ Purpose  of the study 

¶ Use Case  

¶ Model type  

¶ Label (prediction target)  

¶ PET method  applied during federated training 

¶ Current Status  (e.g., approved) 

¶ Action  (view agreement details) 

From this list, selecting the ñviewò icon opens the complete Study Agreement record, which 
is structured into three tabs: 
Study Agreement Details , Notifications , and Results . 
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Study Agreement Details 

The Study Agreement Details  tab provides a full summary of the agreement as approved 
by the Data Owner. This includes: 

¶ Agreement ID  and Study ID  

¶ Purpose  and Use Case  (e.g., internal validation HNC) 

¶ Status  (approved) 

¶ Dataset  used by the Data Owner, including dataset title and organisation name 

¶ Model architecture , label , and PET method  (e.g., FedAvg) 

¶ PET configuration  (if any advanced parameters are defined) 

¶ Sample counts  and other metadata 

This view allows the Data Owner to verify that the study is being executed according to the 
approved parameters and that the dataset involved matches the one selected during the 
evaluation phase. 
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Notifications (Training Logs) 

The Notifications  tab displays all training-related messages generated during the 
execution of the federated learning rounds on the Data Owner Node. 
 These logs allow the Data Owner to monitor the progress of the study in real time. 

Typical entries include: 

¶ "training_status": "training_started" 

¶ "round_started" with the round index 

¶ "round_finished" with elapsed training time 

¶ "round_completion_time" 

¶ Additional status messages issued by the FL Core 

Each entry is timestamped to facilitate debugging and auditing. 

The purpose of this view is to ensure transparency over the local execution of the training 
workflow and to enable the Data Owner to quickly detect abnormal behaviour such as 
repeated failures, unexpected interruptions, or long execution times. 

If operational anomalies are identified, the Data Owner may temporarily suspend local 
participation according to institutional procedures or initiate a discussion with the study 
sponsor. 
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Results (Global Model Outputs) 

The Results  tab provides access to the privacy-preserving outputs of the federated 
learning process once they become available. 
 These results are generated after the TRUMPET Cloud aggregator has completed all 
scheduled rounds and combined the contributions from all participating sites. 

Displayed information typically includes: 

¶ Result ID  

¶ Specifications  of the trained global model (e.g., accuracy, precision, recall, F1 
score) 

¶ Creation and update timestamps  

¶ Action  button to inspect detailed output (when available) 

Only high-level, privacy-safe metrics are exposed. 
 No raw data, intermediate gradients, or site-specific statistics are revealed. 

This section allows the Data Owner to: 

¶ verify that the study has completed successfully 

¶ review model performance consistent with the approved study protocol 

¶ confirm that results remain within the scope of the Study Agreement 

If institutional review requirements apply, this view supports internal scientific or 
governance committees in evaluating whether the resulting model may be used or 
disseminated according to local policies. 
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4.6 Monitoring of training, jobs and results  

The eye icon on the right-hand side of the Results list provides additional information about 
the model training cycle. 

The Result Details tab displays the model performance as a table, the result set identifier 
and the Study Agreement identifier. It also documents when this result was generated. 
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The Download Results tab allows the Data Owner to obtain a copy of the neural network 
matrix in a JSON file using the Download Model Matrix button. 
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5 Researcher Manual  

5.1 On-boarding new Researcher  

Researcher Organisation admins can create new researcher accounts from the 
Researchers menu in their dashboard. On the Researcher List page, the admin clicks "Invite 
New Researcher" to open the Invite Researcher dialogue. 

 

 

The organisation type and name are pre-filled; the admin only needs to enter the email 
address of the new researcher and click "Send Invitation". 
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The invited researcher receives an Email Verification Required message. After clicking 
"Verify Email", they are redirected to the Setup Researcher Profile page, where they 
complete their details (first name, last name, phone and password) and click "Register". 

Once registered, the new account appears in the Researcher List with a status of 'pending'. 
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To activate the account, the Research Organisation admin opens the researcher's detail 
view (using the eye icon), reviews the information, and then clicks the blue 'Approve' button. 
If necessary, the admin can also reject the request using the red reject button. Approved 
researchers appear in the list with the status approved. 
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Approved will then sign in to TRUMPET to use the Researcher dashboard. 
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5.2 Datasets (View, Metadata, Statistics)  

Researcher organisation users can explore all published datasets from the Datasets section 
in their dashboard. The Datasets page displays a table of available datasets, including title, 
use case, owning organisation, and publication status. Only datasets marked as published 
are visible. 
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By clicking the eye icon in the Action column, the user opens the dataset details view. Here 
they can browse several tabs: Dataset Details (basic information and description), Metadata 
(status and catalogue metadata), Statistics (field-level completeness charts and counts) and 
License (usage terms). All information is read-only for researchers and is intended to help 
them assess whether a dataset is suitable for their study before creating or joining a 
federated learning project. 
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5.3 Data Federation, PET Choices and Study  

To create a new study agreement, the researcher first goes to the Studies page in 
TRUMPET Cloud. This page lists all existing studies. From here, the researcher clicks the 
Create Study button. 
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On the Create Study screen, the researcher defines the study by entering a name, 
description, purpose and (optionally) an expected result. When the form is complete, they 
click Submit. The new study is now listed in the Studies section. 

 

 

 

The researcher opens the newly created study and switches to the Study Agreement tab. At 
this point, there are no agreements yet, so they click the "Create Agreement" button to start 
drafting a new agreement with the data owners. 

 

 








































