Building cross-border federated infrastructures for
secure and private Al. an overview of privacy
enhancing technologies and their challenges

Ines Ortega-Fernandez’, Jaime Loureiro Acuia®, Alberto Pedrouzo-Ulloa2.

'Galician Research and Development Center in Advanced Telecommunications
(GRADIANT) Vigo, Spain, Email: {iortega, jloureiro}@gradiant.org

2atlanTTic Research Center, Universidade de Vigo, Vigo, Spain, Email:
{apedrouzo}@gts.uvigo.es

Abstract

In recent years, Atrtificial Intelligence (Al) has seen a remarkable surge in adoption in many
everyday applications, primarily fueled by Machine Learning (ML) algorithms that rely on
extensive data for model training. However, privacy constraints and the decentralization of
data across various repositories, often constrained by data sharing limitations, present a
significant challenge. To address this issue, Federated Learning (FL) techniques have
emerged with the promise of facilitating collaborative model training across disparate devices
or entities while offering better data privacy guarantees. While it is true that FL enhances data
privacy, security concerns still remain, including privacy attacks that compromise the
confidentiality of training data like attribute inference and even data reconstruction attacks. To
strengthen the baseline privacy provided by FL, it is essential to research and develop novel
privacy enhancement methods for Federated Learning. Our goal is to deliver a highly scalable,
armored Federated Al service platform for researchers, enabling Al-powered studies of multi-
site, siloed, cross-domain, cross-border European datasets with high privacy guarantees
which comply with data privacy regulations such as the General Data Protection Regulation
(GDPR). This paper explores how FL can be a useful tool for implementing collaborative
training of ML models with privacy guarantees, focusing on the main challenges to be
addressed to achieve an armored FL framework.

A brief introduction to Federated Learning

In recent years, the use of Atrtificial Intelligence (Al) has significantly increased in many
everyday applications and its popularity can be largely attributed to the abundance of
extensive training datasets. However, datasets must be often gathered from repositories
controlled by different organizations that have strict data sharing limitations.

To address this, Federated Learning (FL) was originally positioned as a major privacy-
preserving innovation, apparently able to address the problem of collaborative learning by
enabling jointly training of models across different entities while keeping the training data
private [1]. In particular, in cross-silo Federated Learning (see Figure 1), different data owners



(each with their own data silos) collaborate to train a common ML model without sharing their
data with each other. Instead, they send their local model updates to a central server, which
aggregates the updates from each participant and sends the aggregation back to the different
data owners [6].
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Flgure 1: High-level description of a cross-silo FL flow chain.

However, further research has cast a shadow of doubt on the strength of privacy protection
provided by FL [2]. Potential vulnerabilities and threats pointed out by researchers reveal that
FL approaches are susceptible to curious aggregator threat, to man-in-the-middle and insider
attacks that disrupt the convergence of the models; and, most importantly, to inference attacks
that aim to re-identify data subjects from FL's Al model parameter updates [3] [4] [5]. Different
attacks have been developed that compromise data privacy, allowing an adversary to
determine if a specific individual's record is part of the training data, infer attributes about the
individual, or even reconstruct the training data

In view of the strong privacy protection stance of the European Union, expressed through the
CyberSecurity Strategy, the CyberSecurity Act and the GDPR, these new findings regarding
the privacy guarantees provided by FL are harmful to the proliferation of FL as a technology
with privacy and security guarantees.

Thread models for Federated Learning

FL is characterized by a collaborative training pipeline in which Data Owners (DOs) keep
private their respective datasets while iteratively exchanging local model updates with another
party denoted as Aggregator (Agg). Although data is not explicitly shared, we can still find
security and privacy risks related to data training leakage, data subject re-identification or even
global model corruption.



Threat models in FL inherit their features from conventional ML training, but they can be
considerably aggravated by the iterative and interactive exchange of local model updates
between DOs and the aggregator. In this section, we will briefly explore the most important
privacy threats applicable to a FL setting [6] [7].

First, inference attacks may attempt to inspect the Al model updates (see Figure 1) and
reconstruct from them the original data (DRA, Data Reconstruction Attack), infer certain
attributes of individual data records (PIA, Attribute Inference Attack) or even infer membership
of a certain subject in a dataset (MIA, Membership Inference Attack). For example, if one of
the Data Owners is hospital X, an inference/re-identification attack may disclose that Ms. Y is
a patient of X, and an attribute leakage attack may reveal that she has cancer. The inference
attacks may be performed by both aggregator or any data owner. The aggregator may be able
to inspect many local model updates from the same data owner, giving it white-box access to
different local ML training models over the same training data. On the other side, the data
owners may be able to inspect many aggregated model updates, granting them white-box
access to different ML trained models over the same collective training data.

The presence of more malicious participants implies stronger attacks. For instance, in
poisoning attacks a malicious participant manipulates the training process by providing
arbitrary model updates to poison the global model for their own benefit. Even if this type of
attack seems to focus on reducing the performance, by disrupting the convergence of global
and local models or causing convergence to fake minima, it can also be used to make the
training algorithm converge to an ML model more vulnerable to model inference attacks. On
the one hand, the aggregator can adversarially design ad-hoc aggregated updates as a means
to infer in the next round more information from one or several of the DOs’ training data. On
the other hand, other DOs can adversarially perturb their respective local model updates to
maximize the leakage of other DOs’ training data in subsequent aggregation rounds.

It is important to point out that several malicious parties (both DOs and/or aggregator) can
collude to maximize the training data leakage produced by the model updates of a particular
DOs, increasing the potential damage of their attacks.

Privacy enhancing technologies for FL

In order to mitigate and prevent the attacks exposed above, we can resort to the field of Privacy
Enhancing Technologies (PETs), which has evolved rapidly in recent years, providing
increasingly efficient and feasible solutions to the problem of securely processing and sharing
sensitive private data. This has resulted in a diverse set of PET flavors [8], where the choice
of a specific technique for a particular use case depends on the available resources and the
privacy problem to be addressed. Unfortunately, significant obstacles still exist that limit the
adoption of PETs in general applications. The obstacles vary from degradation of utility of
data, to high computational and communication costs. This section provides a short overview
of the most relevant PETSs that can be used to strengthen the baseline privacy provided by FL.
We classify them here into two groups: encryption-based and non-encryption based.

First of all, Homomorphic Encryption (HE) allows to perform computations directly on
encrypted data [9]. While it provides input privacy for the model updates, it also presents a
higher computational cost than other PET techniques. It requires the use of other primitives



(e.g., Zero-Knowledge Proofs or ZKPs ) to upgrade the security model against stronger
adversaries. On the other hand, Secure Multi-Party Computation (SMPC) allows a group of
parties to jointly compute a function while keeping the parties’ inputs secret. In general, many
SMPC solutions [10] (for example those based on the use of Secret Sharing [11]) present a
lower computational cost than HE, but usually require a higher number of communication
rounds.

Focusing on the non-encryption-based PETs, Differential Privacy (DP) offers statistical
privacy guarantees by adding controlled statistical noise (Gaussian, Laplacian, or using other
distributions) to attributes of individual data records before sharing them. While it provides the
lowest computational overhead among all the PETs mentioned here, DP [12] entails a tradeoff
between privacy level and utility. Initially developed to protect databases, these techniques
have been successfully applied to enhance privacy in FL schemes by applying them to the
weights or gradients exchanged during the federated training process. By employing DP
mechanisms, the influence of a specific data point on the trained algorithm is diluted. The main
parameter of these mechanisms is the privacy budget, which defines the amount of noise
inserted into the algorithm. When choosing the privacy budget, it is important to consider that
the noise accumulates with each iteration of the FL training, as more iterations reveal more
information about the model's learning. A smaller privacy budget provides greater privacy but
also results in a higher degradation of the model utility. The problem of adjusting the privacy
budget can be approached from three main perspectives: creating different mechanisms,
studying how the privacy budget accumulates in each iteration (by discovering properties of
the mechanisms), or applying the mechanism at different stages of the FL training.

A combined approach for an armored FL

The techniques presented in the previous section cannot simultaneously protect against all
the privacy leaks and attacks that can be present in an FL setting. So, composing an end-to-
end FL system will typically involve combining several PETs in order to attain all the desired
privacy propertiesL.

For example, the main difference between HE and SMPC relies on the used computational
resources: HE requires less interaction between the parties, but has a higher computational
cost, while SMPC has a lower computational cost but the communication becomes the main
bottleneck. A possible way of combining HE and SMPC to benefit from both approaches is
Multi-Key Homomorphic Encryption (MKHE): most existing HE-based solutions for secure
computation work under a single-key approach in which ciphertexts are encrypted under the
same key. However, this single-key approach is clearly impractical for general multi-party
computation with more than two parties. Consequently, while it is true that HE allows us to
make general computations over encrypted data, its use must be adapted to the specific needs
of FL. Still, many of the current HE-based solutions for secure aggregation work under this
single-key approach, where the ciphertexts provided by all data owners are encrypted under
the same key. This introduces a relevant drawback in FL which consists in the possibility of a
collusion between the aggregator and some of the data owners [13] [14]. If the aggregator
sends the ciphertexts received from one data owner to another one, who also owns the secret
key, all inputs provided by the former could be decrypted by the latter.



With a HE whose ciphertexts are encrypted under different keys or their combination, the
aggregator could perfectly compute the required aggregation function and return the
aggregated models to the final user. Now, by means of a collaborative protocol, parties could
re-encrypt the output under the final user’s key, or directly decrypt it. As input ciphertexts are
not encrypted under the secret key of the final user, the risk of a collusion with the cloud
is removed.

Next, we briefly detail the existing possibilities to have several keys and HE at the same time.
With this aim, the “ideal” concept of a multi-key HE is divided into the two main families:
Threshold HE and Multi-Key HE. First, Threshold HE requires a setup phase involving the
joint participation of all the parties for the key generation process. In general, each party
generates his/her own secret key and public key and, afterwards, all of them gather their keys
to generate a collective public key. In contrast to Threshold HE, the setup phase of a multi-
key HE scheme does not require the joint collaboration of all the parties, and each user can
independently generate its own secret and public keys. Afterwards, ciphertexts under different
public keys can be evaluated “on-the-fly”, resulting in an output ciphertext whose decryption
will depend on the secret keys of all the input ciphertexts used in the circuit evaluation.

It is worth mentioning that threshold and multi-key variants present different advantages and
shortcomings depending on the desired key setup complexity, evaluation efficiency, or system
scalability, to name just a few practical performance indicators. Actually, in practice, hybrid
systems can be designed which combine the best features of threshold and multi-key HE
schemes. A general review of the problem of managing several keys can be found in [15], but
only for data sharing. A review of the case for several keys in combination with HE, currently
can be found in the works [16] [17] [18].

One of the main problems with the use of DP in an FL setting is that we must trust the
aggregator. Focusing now on possible combinations of DP with other PET methods, Pentyala
et al. [19] propose the use of Secure Multi-Party Computation (SMPC) in combination with DP
to address this issue. The combination of SMPC with DP offers other benefits, such as the
optimization of the use of the privacy budget by each of the computing parties: each party only
needs to know its own desired level of privacy, its own function to be computed, and its
measure of accuracy. If we focus now on HE instead of general SMPC, the same
considerations as in SMPC follow. We can actually combine DP mechanisms with HE in a
similar way [20], by adding noise to the inputs before encryption, also during the homomorphic
computation, or even directly to the outputs before decryption. More recently, some works are
exploring more sophisticated combinations of both PET technologies.

Conclusions

In this paper we have explored the concept of Federated Learning (FL) and its significance in
addressing privacy concerns in collaborative machine learning scenarios. While FL initially
appeared as a promising approach for preserving data privacy while training machine learning
models across multiple entities, recent research has raised questions about its practical
effectiveness in protecting sensitive information. Various threats, including inference attacks,
poisoning attacks, and collusion among malicious parties, have exposed vulnerabilities in FL,
undermining its role as a privacy-preserving technology.



To reinforce the privacy guarantees of FL, we discussed the role of Privacy Enhancing
Technologies (PETs) as a critical component. PETs offer a range of tools and techniques for
safeguarding data and model privacy in FL systems. These technologies can be broadly
categorized into encryption-based and non-encryption-based methods, each with its strengths
and trade-offs.

In the search for comprehensive privacy protection in FL, we explored different examples of
PET combinations. In particular, we examined the synergy between Homomorphic Encryption
(HE) and Secure Multi-Party Computation (SMPC) to balance computational efficiency and
communication overhead, and the potential of combining Differential Privacy (DP) with SMPC
or HE to enhance the protection of FL systems.

While each PET has its benefits and drawbacks, achieving a holistic and robust privacy-
preserving FL system requires thoughtful integration of these technologies. The choice of
PETs should align with the specific privacy challenges and computational requirements of
each use case. Moreover, ongoing research and development efforts are exploring innovative
ways to combine multiple PETs effectively to mitigate various privacy threats.

The adoption of FL as a secure and privacy-preserving technology remains an open research
problem, especially in light of evolving privacy regulations and increasing data collaboration
needs.
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